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for paragraph by paragraph
classification

| INSA review completed|

Presidential Directive/NSC-24

TO: The Vice President
: The Secretary of State

The Secretary of Defense
The Attorney General
The Secratary of Ccmmerce
The Director of Central Intelligence '
The Director, Office of Management and Budge
The Chairman, Joint Chiefs of Staff :
The Director, Office of Science and Technology Policy
The Administrator, General Services Administration
The Assistant to the President for Damestic Affairs and Policy

SUBJECT: Telecammunications Protection Policy (U)

1. The President has reviewed the results of the NSC Special Coordination
Committee's consideration of the PRM/NSC-22 study and has reached
the following conclusions. It is the President's intention that this
directive establish a national policy to guide the conduct of usG
activities in and relatad to security of telecammunications. Q)

2. The National Telecammunications Protection Policy shall consist of
the following major elements: (U) .

a. Govermment classified information relating to national vdefense
and foreign relations shall be transmitted only by secure
means. (U)

b. . Unclassified information transmitted by and between Goverrmernt
agencies and contractors that would be useful to an adversary
should be protected. (U)

C. Non-govermmental information that would be useful to an adversary

shall be identified and the private sector informed of the prcblem
and encouraged to take appropriate measures. )
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d. Wnile the private conversations of U.S. citizens do not appear
to be the targets of foresign intercept activity at this time,
this judgment should ke kept under close and continuous review
and the American people informed of any change in this
conclusion. (s)

As a precautionary measure, the responsible agencies should

work with the FCC and the cammon carriers to adopt system capa-
bilities which protect the privacy of individual cammunications ,
and to carry out changes in regulatory policy and draft legislation
that may be required. (U) o :

Further, the NSC Special Coordinaticn Cormdttee shall periocdically
review the extent to which the Soviets or others ray be collecting
-and exploiting individual private camunications to detarmine if

additional surveillance or protection activity is warranted. (S)

Finally, the laws which protect against criminal dcmestic'acts such
' as wiretaps or intercept shall be strictly enforced. (U) - '

3. The following activities should be pursued in support of the above
policy. ()

a. The private sector telecommunications carriers should be briefed
on the nature of the threat and appropriate goverrment: R&D
information shall be made available so as to help and encourage
them to devise adequate protection strategies. A similar program.
shall be pursued for goverrment contractors and other nost likely
affected industries, corporations and private sector entities. (U)

b. The Secretary of Defense shall initiate, through the industrial
security mechanism, new and improved personal and telecammuni-
cations security measures among business organizations holding

. classified Defense contracts. uy

€. All departments and agencies shall revitalize programsof security
training for U.S. Goverrment personnel who use telephones and
other means of commmication for both unclassified ard classified
purposes. ) '

d. A permanent interagency group under the chairmmanship of the
Department of State shall ke estzblished consisting of representatives
of the Executive Office of the President, the Director of Central
Intelligence, the Department of Defense, National Security Agency
and the Department of Justice/Federal Bureau of Investigation to
review and if necessary to deny real estate acquisitions through
lease or purchase by the USSR and other Cammunist countries
that present a serious pctential threat to U.S. telecommunications _
security. (S) o .

-
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e. All foreign government leased or cwned faC’llltleS in this countxy
should ke evaluated as to their possible use for intercept operations
ard appropriate investigative action undertaken in the rost likely
cases. Any identified intercept activities should be monitored to
determine the threat posed to USG and private sector
telecammunications. (s)

f. Subject to continuous review of available technology and reassess—
ment of the foreign intercept threat the following immediate
technical actions shall be undertaken: (U)

— The govermment shall conduct a multi-faceted RSD program
covering both system and user oriented protection approaches. (U)
(funded at about $15 million per year.}) = (C)

—— Phase I and II of the DUCKPINS cableprogramshallbe
- campleted as soon as possible and no later than in 1978. (U)

(This program shall ke funded at a level of about $4 million
per year. ) (C)

— - Executive Secure Voice Network (ESVN) systems shall be
installed when appropriate high pr.t.or:l.ty requirarents can
be validated. (U)

4. Management and policy review responsibilities for teleoanmmxcatmn '
protection shall be organized as follows:  (U)

a. The NSC Special Coordination Camittee (SCC) shall be
responsible for providing policy guidance and for ensuring
full implementation of this directive, including effective
protection techniques for the govermment and maximum
assistance to the private sector to enhance its protection from

~ interception. The SCC shall exercise this responsibility
through a special Subcammittee on Telecomumications
Protection chaired by the Director, Office of Science and
Technology Policy, with administrative support provided
by the Secretary of Camerce. The Subcommittee shall include
but not be limited to representatives of the following
departments and agencies: State, Treasury, Justice, Comerce,
Defense, Transportaton, Energy, Central Intelligence Agency,

 General Services Administration, the National Secur:Lty Agency,
and the National Security Council Staff. )
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The Subcammittee shall sukmit a report on its activities,
recamrendations and findings at least annually to the National
Security Council through the Special Coordination Coammittee.
Additionally, that report shall soec:.flc:ally address how effactively
the policy and actions specified in this directive are being
implemented. (U}

The Secretary of Defense shall act as the Executive Agent: for
camunications security (CQMSEC) to protect gcvenment—derlved
classified information and goverrment-derived unclassified informa=
tion which relates: to raticnal security. COMSEC is concerned with

- protective measures designed for the security of classified informa-~
tion and other information related to national security.  (U)

The Secretary of.Comerce shall act as the Executive Agent for
canmunications protection for govermment-derived unclassified
‘information (excluding that relating to national security) and for
dealing with the cammercial and private sector to enhance their
camunications protection and privacy. (U) ' :

It is recognized that there will be scme overlap between the
responsibilities of the Executive Agents in that Defense will
continue to provide scme non-cryptographic protection for
goverment—derived unclassified information as it dces now,

and Carmerce will have responsibilities in commercial application
of cryptographic technology. The Subconmittee will review such
areas on'a case-by—case basis and attempt to minimize any
redundancies. (U)

The Subcammittee should choose a future J.mplenentatlon stzategv
based on cost-benefit analysis, legal considerations and reculatory
policy. As an initial action, the heads of departments and agencies,
as designated by the Subcommittee, shall assess the need for
protection of unclassified information transmitted under their -
auspices and report their conclusions to the Subccommittee w1tmn
60 days. The Subcamittee shall then set appropriate standarxds
for protection. (U

The heads of all departments and agencies of the Federal Goverrtment
shall organize and conduct their communications security and
emanations security activities as they see fit subject to the
provisions of law, the provisions of this and other applicable
directives, and decisions of the Subcamittee. Nothing in this
directive shall relieve the heads of the individual depariments

and agencies of their responsibilities for executing all measures
required to assure the security of federal teleccmmunications

and the control of camproamising emanations. ()

Y, -
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The President's Science Advisor, as Chairman of the.Subcome.".t.:tee,

shall prawtly prepare and arrange for a comprehensive briefing

for the Senate and House Select Cammittees on i{inuel!.llgence '

concerning the Administration's new Telecammunications Protection
~ Policy. (8))

NSOM's 266, 296, 338 and 346 and the 1968 NSC Cammunications Secuxity
Directive are hereby rescinded. <)

The Office of Management and Budget and the Attommey General ;re to
resolve, as a matter of priority, the necessary arrangavints ]oxéj n
funding and legal accamwodaticn, to include appz?oprlata egls ‘gi.r’ ;
if necessary, to enable expeditious implementation of actions ect:ed‘ :
above. (U)

Original Sigred by:
zbigniew Brzezinski

Approved For Release 2009/09/29 CIA-RDP83;OO156R000200030149-9 B



Approved For Release 2009/09/29 : CIA-RDP83-00156R000200030149-9

T 1 UNCiassiFiED [.CONFIDENTIAL | T SECReT ]
¢

EXECUTIVE 'SECRETARBAT (0/DCY)
| Routing Slip

- | ACTION| INFO INITIAL
Del ' :
DDCI

DD/RM
DD/NFA
DD/CT
D/A -

DD/0 o,

DD/S&T - |~
LC -
16

" Compt .- - |

“D/PA-

- D/EEQ--

- D/Pess:
AO/DCI-
CANPS ..

E2Y..2 A

ST w4

WjiwiNjfoforialw| vl -

-t
o

-
-

—
N

-—
(A

s
&

—r
(3]

—t
O

-
~

-
(-}

-
0

]

SUSPENSE DATE:

T B IR AT ey A e e

7 POV 7 THR

T S Ty e e

e S I R A

.~'
Ed

Approved For Release 2009/09/29 . CIA-RDP83-00156R000200030149-9




